1. Claimant: All Claimants

2. Name of Witness: S. Malik
3. No of Statement: 4

4. Exhibits: 4

5. Date: 12 July 2010

IN THE HIGH COURT OF JUSTICE

Claim No: HQ08X01180

HQ08X01416
QUEEN’S BENCH DIVISION HQO08X03220
HQO08X01686
BETWEEN
(1) BISHER AL RAWI
(2) JAMIL EL. BANNA
(3) RICHARD BELMAR
(4) OMAR DEGHAYES
(5) BINYAM MOHAMMED
(6) MARTIN MUBANGA
Claimants

- and -

(1) THE SECURITY SERVICE
(2) THE SECRET INTELLIGENCE SERVICE
(3) THE ATTORNEY GENERAL
(4) THE FOREIGN AND COMMONWEALTH OFFICE
(5) THE HOME OFFICE

Defendants

Exhibit ‘SM22’

This is the exhibit marked ‘SM22' referred to in my fourth withess statement.
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DATE:  11/01/02

AL QAIDA DETAINERS

L. Thank vyou for making such a good and determined start on
interviewing Al Qaida detainees; we can see all sorts of likely
: benefits,

2. There are one or two legal points worth repeating and/or
clarifying, some with particular reference Bl cone nore general.
has asked that you share these with i

4, With regard to the status of the prisoners, under the various
Geneva conventions and protocols, all prisoners, however they are
described, are entitled to the same level of protection. You have
commented on their treatment. It appears from your description that
they may not be being treated in accordance with the appropriate
standards. Given that they are not within our custody or control,
the law does not require you to intervene o prevent this. That
sald, BMG's stated commitment to human rights makes it important that
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the Americans understand that we cannol be party to such i1l
treatment nor can we be seen to condone it. In no case should they
be coerced during or in conjunction with an SIS interview of themn.
T cireunstances allow, you should consider drawing this to the
attention of a suitably senior U3 official locally.

5. It is important that you do not engage in any activity yourself
that involves inhumane or degrading treatment of priscners. As a
representative of a UK public authority, you arve obliged to act in
accordance with the Human Rights Act 2000 which prohibits torture, or
inhumane or degrading treatment. Also, as a Crown Seryvant, you are
bound by Section 31 of the Criminal Justice Act 1248, which makes
acts carried out overseas in the course of your official duties
subject to UK criminal law. In other words, your actions incur
criminal lisgbility in the same wdy as if you were carrying out ithose
acts in the UK.

6. If you reguire further guidance (ISR on this or related
igsues, please contact either '
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Chapter 32: Detainees and Detentjon Operations

Responsible section

1.1 5IS operations involving detainees fall into three hroad categories:

a. operations to detain terrorist suspects in which SIS either directly
participates or to which SIS's CX ar opint contributes;

b. the interviewing by SIS officers of detainees to obtain intelligence; and
c. the issuing of CX or opint obtained hy liaison services from detainees.

L2 All categories of operation carry particular sensitivities. Staff should consult
LA section early in the planning stage of all operations refating to detainees.

DETENTION OPERATIONS

2.1 For detention operations (para 1.1a) the following particular sensitivities
arise;

a. the geographical destination of the target. Where will he or she he held?
Under whose jurisdiction? Is it clear that detention, rather than killing, is the
objective of the operation?

b, .what treatment regime for the detaines(s) can be expected?
C. what is the legal basis for the detention?
d. what is the role of any liaisen partner who might be involved?

2.2 Staff should not give commitments to liaison partners for such an operation
before discussion with HO.

2,3 It will not always be possible to identify the operations described at para
1.1a. In some cases SIS's intelligence goes into a melting pot § R
T SRS . perhaps over weeks, The operational outcome from a
single piece of intelligence will be hard to predict or identify. Those responsible
for making the decisions may themselves be unaware of the use to which a
particular item will be put. When they are aware they will not necessarily know
that SIS was the source of that item. Staff shouid consult HO before initiating
any new collaboration of this kind with a liaison service or with

2.4 In other detention operations, SIS providc§iliE®and very specific items of
intelligence, and sections will either know or have reasonable suspicion that S1S's
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intelligence will be used for the purpose of detention. In these cases, staff must
consult gRat the outset before sharing the intelligence. ‘

INTERVIEWING DETAINEES
3.1 The interviewing of detainees by SIS officers {para 1.1b) requires us to be

alert to additional factors:

a. the nationalily of the detainee. SIS would normally expect UK citizens to
be interviewed by Security Service officers, UK citizenship will also raise consular
issues;

b. the treatment regime witnessed by, or described to, SIS interviewers,

3.2 In compliance with HMG's obligations under international treaties, all
interviews must be free from pressure or coercion and must not include inhumane
or degrading treatment. The following techniques are forbidden:

a. Hooding at any time;

b, Chscuring vision during interview (although the blindfolding or obscuring of
vision during arrest or transit on security grounds is regarded as acceptable);

. Physical punishment of any sort (heatings, eto);

d. Use of stress positions;

e, Intantional sleep deprivation;

f. Withdrawal of food, water or medical help;

a. Degrading treatment (sexual embarrassment, religious taunting eic);
h. Use of ‘white noise’;

i "Torture methods such as thumb screws ete,

3.3 If an officer witnesses any of the above technigues being used in interview
or any other form of mistreatment in interview, the officer should request the
interview to step, make his concerns known to the detaining authority, withdraw
from the interview and report the incident immediately to HO.

3.4 If a detainee complains of mistreatment during an interview, the officer
should draw the complaint to the attention of the detaining authority, unless the
officer believes that to do so would provoke further mistreatment against the
detainee by the detaining authority.
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RECCORD KEEPING

4.1 Any member of staff who conducts or witnesses the interview of a detaines
must comptete a Detainee Contact Report (DCR)Y, which is available in the Office
Info Cabinet. A DCR must be completed for each and every interview

undertaken.

4.2 The blank DCR is unclassified and can be shown to liaisons or OGDs atl the
officer’s or the Station’s discretion. Once a DCR is completed, it should be
marked s or higher,

4.3 All DCRs will have a t autofile reference. The relevant desks or
operational teams may also mark DCRs to their own files.

‘assee of the DCR should be the It should be
Officers may add any other relevant desk officers to the

4.4 The action add
copied 1o §
distribution.

4.5 Officers must complete and file the DCR within one week of the interview.
But they must repert any improper conduct immediately. Officers may also fill in
the DCR by hand and then scan it into the system.

LIAISON REPORTING

5.1 The British Government, including SIS, is vehement y opposed to torture as
a matter of fundamental principle and never uses torture for any pu: "pose,
including to obtain information. Nor would we instigate others fo commit torture
for that or any other purpose. In practical terms this means that, in
circumstances where you are aware that lizison reporting has been obtained from
detainees and you know or reasonably suspect the reporfing has been obtained
from torture, you must report this at the earliest possible cpportunity to§
copied to
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AGENCY POLICY ON LIAISON WITH
OVERSEAS SECURITY AND INTELLIGENCE SERVICES
IN RELATION TO DETAINKES
WIHO MAY BE SUBJECT TO MISTREATMENT

Overview

1. The Security and Intelligence Agencies (“the Agencies™) do not participate in,
solictt, encovrage or condone the use of torture or inhuman or degrading treatment
(referred to in this paper generally as “mistreatment™). They will therefore not carry
out any action which it is known will yesult in torture or inhuman or degrading
reatment. Al the same time, the Agencies need to work with a range of overscas
security and inteliigence services (“laison services”™) for the proper discharge of fheir
functions. "This policy sets out the legal issues on dealing with liaison services where
the Agencies’ actions might result in an individeal's mistreatment in detention at the
hands of a haison service. It suggests practical ways to eliminate or minimise, so far
as possible, the risk of such mistreatment and, at the same time, unlawful actions by
the Agencies and their staff.

2. The policy does net cover the circumstances in which the Agencies are
direelly involved in the questioning of an individual in the custody of a Haison
service, for which there is separate guidance.

Key Points

® The Agencies need to develop and maintain close working links with a wide
and growing range of liaison services for the proper discharge of their
functions, This involves passing, seeking and receiving information.

® The Agencies do not participate in, solicil, encourage or condene the use of
torture or inhuman or degrading treatment. The Agencies will not carry out
any action which it 18 known wiil result in torture or inhuman or degrading
treatment.

o Where the Agencies foresee a real possibility that their actions will result in
an individual’s mistreatment, they will consider applying caveats or seeking
prior assurances before acting in order to eliminate or minimise the risk of
mistreatment, ' N

° Where, notwithstanding any caveats or prior assurances, there is still
considered to be a real possibility of mistreatment and therefore there is
considered to be a risk that the Agencies’ actions could be judged to be
unlawful, the actions may not be taken without avthority at & senier level. In
some cages, Ministers may need to be consulted.

Context
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3. Under both the Securily Service Act 1989 and the Intelligence Services Act
1994 (“the Security and Intelligence Acts™), it is the duty of the Director General and
the Chief of SIS respectively (o ensure that there are arrangements for securing that no
infermation is obtained or disclosed by the Agencics except so far as is necessary for
the proper discharge of their separate functions.

4. The Agencies’ functions are set out in section 1 of both of the security and
Infelligence Acts. The functions include the protection of national security, in
particular against threats from terrorism.

5. The most substantial terrorist threat currently faced by the UK comes from Al
Qaida and from groups affiliated (o or inspired by it. This threat is uniquely
transnational and requires an international response. Its emergence particularly since
September 2001 has led to increased co-operation between governments, including on
security/intelligence channels. The need for enhanced intermetional cooperation to
combat the threat from Al Qaida and its affiliates was recognised and has been
cmphasised since September 2001 in, for example, UN Security Council Resolution
1373,

a, In these circumstances, the Agencies need, for the proper discharge of their
separate functions, in particular the protection of national security against threats from
terrorism, to develop and maintain close working links with a wide and growing range
of lizison services. This involves passing, sccking and receiving information.

7. However, the observance of human rights standards by laison services and
states varies. The UK is required, in particular under the United Nations Convention
against Torture and customary international law as reflected in the draft articles of the
International Law Commission {“the ILC?) on State Responsibility, to prevent acts of
torture within its jurisdiction and to cooperate o bring to an end acts of forture
amounting fo serious breaches of the ILC by other states. The Agencies are
comumitted to ensuring so far as possible the observance of hwman rights by Haison
services and work with liaison services to achieve this. In addition, passing
mformation to and seeking and receiving information from laison services, where this
might cause or result in an individual’s mistreatment, can in certain circumstances
contravene UK law, For all these reasons, it is clearly vital that the Agencies’
relationships with laison services are conducted in a way that eliminates or minimises
the risk of mistreatment and therefore that an officer of either Agency could be judged
to have acted unlawfully.

Policy

8. The Security and Intelligence Agencies do not parficipate in, solicit,
encourage or condone the use of torture or inhumen or degrading ireatment. For
reasons both ethical and legal, their policy is not to carry out any action which they
know would result in torture or inhuman or degrading treatment. Where fhere is
considered to be a risk that the Agencies® actions will be unlawful, the actions may
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not be taken without authority at a senior level. In some cases, Ministers may need to
be consnited.

Law

9. The Security and Intelligence Acts require that, before passing information fo,
or seeking or receiving information from a liaison service, the officer dealing with the
case must be satisfied that his actions are necessary for the proper discharge of the
particular Agencies’ functions. All of the relevant eircumstances need (o be
considered. These will include the potential or anticipated benefits from passing,
secking or receiving the particular information, as well as any potential negative
consequences. T the possibility exists that information will be or has been obtained
through the mistreatiment of detainees, the negative consequences may include any
potential adverse effects on national seowrity if the fact of the Agency secking or
accepting information in theose circumstances were to be publicly revealed. For
instance, it is possible that in some circumstances such a revelation could result in
further radicalisation, leading {o an increase in the threat from terrorism, or could
resuit in damage fo the repufation of the Agencies, leading to a reduction in the
Agencies’ ability to discharge their functions effectively. Where there is the petential
for such negative consequences to outweigh the benefits, advice should be taken as
appropriate,

10. Bven if the proposed actions satisfy the fest under the security  and

Intelligence Acts, there are a number of ways in which they might:
(1) be unlawiul under UK criminal law;
(1i) be unlawful under UK civil law; or

(iti}  put the UK in breach of international law.
(i Criminal Jaw

11. Officers of the Agencies will commit a criminal offence where their actions
aid, abet or incite the commission of a criminal offence under UK law by a liaison
service overseas. The offence committed could be:

(a) torture;

{t) a breach of the Geneva Conventions Act 1957 (torture or inhuman
treatment of a detainee entitled to the protection of the scheduled
conventions or the first protocol) and of the International Criminal
Court Act 2001; or

(c) misfeasance in public office.
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{a) Torture
12, Section 134 of the Criminal Justice Act 1988 reads as follows:

“a public official or persen acting in an official capacity, whatever his
nationality, commiis the offence of torture if in the UK or elsewhere he
infentienally inflicts severe pain or suffering on another i the performance or
purported performancs of his official duties.”

It is immaterial whether the pain or suffering is physical or mental and whether it is
caused by an act or an omission: subsection (3},

13. Itis an offence for an officer o incite the offence of torture committed by a
foreign liaison service. An officer will be guilty of incitement where he intends to
incite torture by his actions or, possibly, where he knows or belicves that torfure will
result from his actions. For this purpose, deliberately closing one’s eyes to the
consequences of eone’s actions is deemed (0 be the same as knowing those
Consequences.

14. Jtis an offence for an officer to aid or abet the offence of forture committed
by a foreign liaison service. An officer will be liable for aidin £ and abetling torture if
he intends o and wilfully does encourage it and torture is caused by his actions, The
offence of aiding and abetting forture might also be committed where {he Agencies
engage i a joint operation with a liaison service or provide actual assistance to (hat
liaison service, e.g. by providing = In those circumstances, an officer who
engages in a joint operation or provides assistance, without having atiached an
appropriate caveat or secured {he necessary assurances (see further paragraphs 35 o
37 below), may aid or abet torture if he knows or believes that the liaison service will
comumit torture and his conduct is capable of assisting that torture and torture does in
Tact result.

5. In the context of these offences, the human rights record of the state and
liaison service in question will of course be a relevant facior, although there is a
difference between what is known and what is rumour and unproven reporting,

(b) Breach of the Geneva Conventions Act 1957 and the International Criminal
Cowrt Act 2001

16. Under section 1 of the Geneva Conventions Act 1957:
“Any person, whatever his nationality, who, whether in or outside the United
Kingdom, commits, or aids, abets or procures the commission by any other
person of, a grave breach of any of the scheduled conventions or the first
protocol shall be guilty of an offence™.

17. The scheduled conventions are the 1949 Geneva Conventions 1 to IV and the
first protoco! refers {o the 1 977 Geneva Protocol I These apply to priseners of war,
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civilians in detention and cerfain other categories of person. For the purposes of this
offence, the status of the detainee will therefore be critical. However, the offence will
only apply in situations arising out of armed conflict,

I8, Any torture or inhuman (but not degrading) treatment of a detainee entitled to
the profection of the scheduled conventions or the first protocel will amount to a
“grave breach” under the Act and therefore a criminal offence. An officer may aid,
abet or incite the offence in the same way as described in paragraphs 13 and 14 above.

10, It wall also be an offence under the International Criminal Courl Act 2001 to
aid, abet or incile a person to comumit a “war erime”. War erimes include grave
breaches of the Geneva Conventions,

(c) Misfeasance in public office

20. One other offence could also be commitied. The common law offence of
misfeasance in public office can be commiited where a public official wilfally
neglects to perform a duty which he is bound to perform by common faw or statute. It
is conceivable that this offence could be used to prosecufe public afficials who have
sanclioned torture in.some way. However, the offence is unlikely to cover situations
not caught by the above offences and so does not peed to be considerad further for the
purposes of this paper.

() Civillaw
(ct) Section 6 of the Fhonan Rights Act
21. Under section 6 of the Human Rights Act 1998 i( is unlawful for a public

authority to commit torture, or to inflict inhuman and degrading treatment, as this
would be incompatible with a convention right: Article 3 of the European Convention
on Human Rights (“the ECHR™), the prohibition of torture. However, for the Act to
apply in relation to detainees held overseas, the UK would need to be in “effective
control” of the area in which the detainee was located, as the primary jurisdiction of
the Act is ferritorial. The Aet is therefore unlikely fo apply in the situations covered
by this policy,

(b) Trespass against the person and false imprisonment
22. Mistreatment and torture could also amount to the torl of trespass against the

person or possibly false imprisonment. In theory, a victim of such mistreatment could
bring an action for damages against either the Ageney or their officers, where an
officer had instigated a foreign liaison service to carry out an zct which caused the
forture or mistreatment of an individual and those consequences were reasonably
{orescoable. A civil action could also be brought in similar circumstances on the basis
of misfeasance in public office. The remedy for such actions would be damages.

(111} Infernational law
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23, The UK is a signatory to the United Nations Convention agamnst Torlure
(“UNCAT™ (as well as related provisions on torture in the FECHR and the
International Covenant on Civil and Political Rights (“ICCPR™)). Article 2 of
UNCAT prohibits torture. Article | defines torture ag:

“any act by which severe pain or suffering, whether physical or mental, is
intentionally inflicted on a person for such purposes as obtaining from him or
a third person information or a confession, punishing him for an act he or a
third person has commiited or is suspected of having committed, or
intimidating or coercing him or a {hird person, or for any reason based on
discrimination of any kind, when such pain or suffering is inflicted by or at
the instigation of or with the consent of a public official or other person acting
in an official capacity.”

24, UNCA'T requires States (o take effective measures 10 prevent acts of torture
within its jurisdiction. UNCAT’s requirements are met by the UK through the
creation of the criminal offence of torfure (as above). However, where the actions of
members of the Agencies amount o this offence, those actions could also lead to a
finding that the UK was in breach of UNCAT.

25. Both the BECHR and the ICCPR also contain prohibitions against torture and
inhuman and degrading treatment. However, as these only apply where a detainee is
subject to the UK's jurisdiction, they are unlikely to apply in the situations covered by
this policy.

20, The UK might be lHable under international law where the actions of members
of the agencies provide aid or assistance to another State with & view to facilitating
the comimission of an internationally wrongful act (see Drafi Article 16 of the Articles
on Stafe Responsibility adopled by the International Law Commission). However,
this would only apply where the members of he agencies act, knowing of the
proposed internationally wrongful act and with a view to facilifating it, and their aid
or assistance actually facilitates ihe wrongful act, While the logal positien is not
clear, where information is received under an ongoing laison arrangement from a
ceuniry known to use torture systematically, there could also be a risk that the UK
would have failed to comply with its duty under customary international law (as
reflected in draft article 41 of the ILC’s draft articles on State responsibility) to
cooperate to bring an end to the use of torture in such a State, However, the risk of a
breach would be significantly reduced where positive steps are taken fo try to prevent
torture by obtaining credible assurances. There would be no breach of this duty
where, for example, sporadic use of torture might be suspected.

Roles and responsibilities

21. All relevant agency staff should ensure that they are familiar with the
guidance in this paper, together with any related advice circulated by the Agency.
Nominated staff will be responsible for deciding whether to proceed in cases where
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there is considered Lo be a risk of mistreatment and they will also be required to form
judpgments about the adequacy of caveats and assurances. In cases of particular
difficulty or sensitivity, or where there is considered to be a risk of mistreatment
notwithstanding any caveats or assurances, the decision should be referred to
neminated sentor staff,

28, The Legal Advisers in both Agencies will be able to advise on any legal issues
that arise in particular cases. These will include whether what is known aboul a
particular state or liaison service, or what is known in a particular case, means that
there is foresight of a real possibility of mistreatiment. The LAs will also be able fo
advise whether anticipated consequences amount fo torture or mistreatment. (For
instance mistreatment can include treatment other than physical injury. It can include
mental cruelty and could potentially arise from indefinite and unlawful detention.)
Advice can alse be given on the status of 2 detainee and whether he is entitled to the
protection of the Geneva Conventions. They will also be able ¢ advise on the
adequacy of any caveats or assurances that have been received.

Procedure
29, Different considerations will apply depending on whether the Agencies:
(1) pass information to a Haison service, which may result in an
individual’s defention or be used in the questioning of an individual in
detention, or when seeking information from a liaisen service, which

may be obtained from an individual in detention; or

(2) receive information from a liaisen service, which may have been
obtained from an individual in detention,

(1) Passing or seeking information

30. The officer must consider whether his actions might result in the torture or
mistreatment of an individual. He needs to identify which of the followin £ 18 the case:

(a) he knows that his actions will not result in torture or mistreatment or
he does not foresee a real possibility that such conseguences will
resull;

1

{(b) while he does not know, he foresees a real possibility that the
consequences of his actions will include torture or mistreatment; or

(c) ke knows what the consequences of his actions will be and those
conseguences include forture or mistreatment.

(@) He lmows that his actions will not result in torture or mistreatment or he does
not foresee a real possibility that such consequences will result

31 In accordance with standard practice, before passing any information to a
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liaison service, an officer should always attach the standard liaison caveal to the
information: “This informaiion has been communicated in confidence to the recipient
government and shall not be released without the agreement of the Bntigh
government”,

32. Where the officer docs not foresee a real possibility that the consequences of
his actions will include torture or mistreatment, or where he knows that such
consequences will not result from his actions, no further caveats arc necessary. To

proceed will be Jawlul.

»

3. The eritical question is what steps should the officer take (o inform himsel(
before deciding whether he foresees a real possibility. Whilst there is no legal
obligation on staff to seek out potentially refevant information, the officer should
ensure that he is reasonably weli informed of the practices of particular states and
Halson services.

(-

b) While he does not know, he foresees a real possibility that the consequences
will inchide torture or mistreatment

34, If the officer foresces a real possibility that his actions will result in torture or
mistreatment, he must_refer the matier to his senior line management_before
proceeding further.

3s. Line managemeni may conclude that there is not a real possibility that
mistreatment will oceur, in which case the officer may preceed. But if lipe
management share the assessment of the officer, they should consider attaching a
further caveat to the information or request, in addition to the standard lajson caveat
set out above. A further caveat could be to the effect that, as appropriate:

ity the information should not be used as the basis for executive action;

(i1) the information should not be used as the basis for questioning any
individual;

(1) if the information is to be used as the basis for questioning any
individual, such questioning should conform with international legal
standaids;

{tv)  the information sought should not be obtained from any individual in
detention; or

(v} if the information may be obtained from any individual in detention,
the questioning of him should conform with international legal
standards.

36, However, a_caveat is only of value if the officer believes that it will be
observed, so that it eliminates the risk that an individual might be mistreated as a
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result of his actions.

37. it is not thought that caveats alone will suffice, management should
consider seeking specific assurances from the liaison service in question to prevent
any mistrealment occwrring, Any assurances must be religble and credible: ap
assurance which will not be observed is of po value. However, once such apparently
reliable assurances have been received, the intended action may be anthorised and
may proceed. Hwill be fawful.

38. I 1t is not considered possible to obtain reliable assurances, or if there is any
doubt about the reliability of assurances received, the matter should be referred 1o
senfor management before proceeding further, Senjor management, having taken
advice from the LAs as they Judge necessary in the parlicular circurnstances, will
decide whether to authorise the preposed action. They will balance the risk of
mistreatiment and the risk that the officer’s actions could be jndged to be unlawful
against the need for the proposed action. All of the relovan circumstances will be
taken into account. These will include the eperational imperative for the proposed
action, such as if the action involves passing or obtaining life-saving intelligence, the
level of mistreatment anficipated and how bikely those consequences are 1o happen. In
particularly difficult cases, senior mana gement may need to refer the matter upwards,
and In some cases it may be necessary to consult Ministers. This process is designed
to ensure that appropriete visibility and consideration of the risk of unlawful actions
takes place.

(c) He knows what the consequences will be and those conseguences inclide
loriure or misireatment

3. The procedure is initially the same as for (b) above, with the matter beng
referred upwards as required. However if; even with the usc of caveats and/or
assurances, it is known that the consequences will include {orture or mistreatiment
then the action will not be allowed to proceed. The Agencies will not authorise any
action which it is known will result in the mistreatiment of an individual.

(2) Receiving information

40, It is unlikely that any single instance of acceptance by an officer of
information from a liaison service will amount to a criminal offence or a breach of
civil or intemational law.

41, However, it is possible that receiving information from a Haison service, via
correspondence or laison meetings, could incite that liaisen servioe fo mistreat
detainees in order to maintain or develop (he liaison relationship. For example, a
liaison service knowing that the Agency was interesied in obtaining further
information from a detainee might incorrectly conclude that the Agency would want
them to obtain it, if necessary, through torture or mistreatment.

42, Where the Agency knows or has reason to believe that a particular laison
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service uses forture or_other mistreatment to oblain information, the A geney should
consider obtaining assurances, before continuin g fo receive such information. 17 it is
not considered possible to obtain reliabie assurances, or if there is any doubt about the
reliability of assurances received, senior management, taking advice from the LAs as
required, must decide whether to continue fo recejve such information. As above, all
of the relevant circumstances will be taken ino account, In particularly difficult cases,
senjor management may need o refer the matler upwards, and in some cases i may
be necessary 1o consult Ministers. This process is designed to ensure that appropriate
visibility and consideration of the risk of unlawfu! actions takes place.

43, In any case where a credible allegation or other information is received that
torture or other mistreatment has been used on a defainee, this should be drawn fo the
attention of relevant managers. Where that detaince has provided information {o the
Agency, 11 will also alert other relevant Depariments, Agencies and Ministers, The
particular Agency will also consider whether (o raise the allegations with their own
contacts within the particalar liaison service. 1f such an allegation or information is
received in a case where assurances have been obtained, this would also have

imphications for the credibility of any future assurances from that laison service.

44, The circumstances in which detainee information has been obtained will be
relevant in agsessing its reliability. Accordingly, the Agency should wherever possibie
seek as much context as possible, particularly if the intelligence is threat-related.
However, the Agencies’ abilify (o do {his is offen limited and, in any event, they may
not press to be told the precise sourcing where to do so might damage co-operation
and the future flow of intelligence from the liaison service i question,

45, It is established as a matter of law that information may be used as the basis
for operational action, whatever the circumstances in which it has been obtained.
However, where it is established that information has been obtained by torture, it is
not possible to rely on that information in legal proceedings, for instance to justify the
Agency’s operational actions or to support the taking of sleps against an individual,
such as deportation or exclusion. LAs are able to advise on the possible application of
this evidential bar in particular cases. )

81

P15



82

ON

WUBLREBISIW 1 YNssd 3B UoIym UORBULION BUNS9s 10 Duissed Teyomod GAS

002 I

€10

Lonoepal sanbal - sa A

$83UIRSD U} UoHBR U] S80IAES 9oushlaiy)

jusLEs s 0] 109iqns 8 ABl oum
| pug ?c:omw mmmﬂm>0 UM Uosie uo \G;om >u:mm<

800Z Inr-8gf

~Z1L0200]"

Z00z by el




83

Ligisar with Security and Int Services of countrics with poor lnuman rights records Pape 1 of |

Liaison with Security and Intelligence Services of
countries with poor human rights record

This note sets out the Service's policy on Laisons with the security and
intelligence services of countries with a poor human rights record.

The Service ts committed, in its work, to maintaining respect and
consideration for others. This applies both in the domestic sphere and in
overseas liaison. The Service therefore applies particular care when liaising
with the security and intelligence service of countries with a poor human
rights record. '

The Service will only maintain laison with the security or intelligence services
of a country with a poor human rights record where it is necessary to do so
i pursuit of the Service's functions (for example where the country
concerned has access to intelligence about threats in or to the UK) or,
exceptionally, where there are compelling foreign policy reasons to maintain
the liaison and to do so accords with the Service's functions. Judgements in
difficult cases are reached in consultation with other departments such as the
FCO and the Cabinet Office. In conducting such liaisons, the Service does not
condone any abuses by the country concerned. The Service will ensure that it
passes only that intelligence which is necessary to achieve the purpose for
which the liaison is maintained. The Service will not pass intelligence which it
believes is tikely to lead to an abuse of human rights by the liaison service
(for example intelligence which is likely to lead to arrest and torture).

If members of the Service involved in such a liaison have any concerns about
how the liaison should be conducted, they should fee! free to discuss their
concerns with their line manager, or with B8 (Head of Liaison).

Back to the Top @-Foreign Liaison

This page was last updated on 31 August 2002 by

e liaisonwith htm 1070272004



AGENCY POLICY ON LIAISON WITH
OVERSEAS SECURITY AND INTELLIGENCE SERVICES
IN RELATION TO DETAINEES
WHO MAY BE SUBJECT TO MISTREATMENT

Overview

I The Security and Intelligence Agencies (“the Agencies™) do not
participate in, solicit, encourage or condone the use of torture or inhuman
or degrading  treatmen: (referred to in ihis paper generally  as
“rastreatment™). They wili therelore not carry out any action which it is
known will result in torture or inhuman or degrading teatment. Al the
same lime, the Agencies need to work with a range of overseas securily

and inteilipence services (“liaison services™ for the proper discharge of

their functions,  This pelicy sets out the legal issues on dealing with
liaison  services where the  Agencies’  actions might result m an
individual's mistreatment in detention at the hands of a fiajson service, It
supgests practical ways (o climinate or minimise, so [ar as possible, the
risk of such mistreatment and, at the same time, undawful actions by the
Agencies and their staff,

2 The policy does pot cover the circumstances in which the Agencics

are divectly involved in the questioning of an individual in the custody ol

a Haison service, for which there is separate puidance.
Key Points

® The Agencies need 1o develop and maintain close waorking links
with a wide and growing range of liaison services for the proper
discharze of their functions, This involves passing, sceking and
receiving information,

e The Agencies do not participate in, soliclt, encourage or condone
the use of torture or inhuman or degrading treatment. The
Agencies will not carry out any action which it is known will result
in torture or inhuman or degsading treatment.

e Where the Agencics foresee a real possibitity that their actions will
result i an individual’s mistreatment, they wilt consider applying
caveals or seeking prior nssurances before acting in order o
eliminate or minimise the risk of mistreatment.

® Where, notwithstanding any caveats or prior assurances, there is
still considersd to be a real possibility of mistreatmant and
therefore there is considered 10 be a risk that the Agencics’ actions
could be judged to be unlawful, the actions may pot be faken
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be judged to have acted unlawfully.
Policy

b The Seeurity and Intellipence Agencies do not participate in,
soficit, encourage or condone the use of torture or inhuman or degrading
treatment. For reasons both ethical and legal, their policy is not 1o carry
oul any action which they know would result in torture or inhuman or
degrading treatment,  Where there is considered to be a risk that the
Agencies’ actions will be unlawlul, the sctions may not be taken without
authority at & senior fevel. In some cases., Ministers may need to be
consulted.

Law

9. The Seceurity and Intellipence Acts require that, before passing
information to, or seeking or recciving information from a fiaison service,
the officer dealing with the case must be satisfied that his actions are
necessary for the proper discharge of the particular Agencies’ functions.
All ol the relevant chrcumstances need 1o be considered. These will
include the potentiai or anticipated benefits from passing, seeking or
receiving the particular information, as well as any potential negative
consequences. [1 the possibility exists that information wili be or has been
ablained through the mistreatment of detainees, the negative
consequences may include any polential adverse effecls on natjonal
seeurity if the fact of the Agency seeking or accepling information in
those circumstances were 1o be publicly revealed. Far instance, it is
possible that in some cireumstances such a revelation could result in
further radicalisation, leading 1o an inerease in the tireat from terrorism,
or could result in damage to the reputation of the Agencies, leading to »
reciction in the Agencies’ ability 1o discharge their functions effectively,
Where there is the potential for such negative consequences to onlweigh
the benelits, advice should be taken as appropriate.

H. - Even if the proposed actions satisfy the test under the Security and
Intelligence Acts, there are a number of ways in which they might:

{1)  beunlawful under UK eriminal law;

(i} be unlawful under UK civil taw; or

(ili) putthe UK in breach of international law,

(i)
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Fh Officers of the Agencies will comumit a criminal offence where
their actions aid, abet or incite the commission of a crimina! offence
under UK law by a fiaison service overseas. The offence committed could
be:

(a)  torwre;

(1) a breach of the Geneva Conventions Act 1957 (torture or
inhuman treatment of a detainec entitled to the protection of
the scheduled conventions or the first protocel) and of the
International Criminai Court Ael2001; or

(¢} misfeasance in public office.
fei) Torture
120 Section 134 of the Criminal Justice Act 1988 reads as foltows:

“a public official or person acting in an official capacity, whatever
his nationality, commits the offence of torture it in the UK or
elsewhere he intentionally inflicts Severe pain or suffering on
another in the performance oy purparted performance of hig
official dulies.”

fUis immaterial whether (he pain or suflering is physical or mentat and
whether it is caused by an act or an omission: subsection (3),

3. TUis an offence for an officer o incite the offence of torture
committed by a loreign liaison service,  An officer will be guilty of
incitement where he intends to incite torture by his actions or, possibly,
where he knows or believes that torture will result from his actions. For
this purpose, deliberately closing one’s eyes 10 the consequences of one’s
actions is deemed to be the same ag knowing those consequences.

4. 1tis an offence for an officer 1o aid or abet the offence of torture
committed by a foreign liaison service, An officer will be liable for
aiding and abetting torture if he intends to and witfully does encourage i
and torture is caused by his actions. The offence of aiding and abetting
torture tight also be committed where (he Agencies engage in a Jjoint
operation with a liaisen service or provide actual assistance 1o that liajson
service, e.g. by providing - In those circumstances, an officer who
engages in a joint operation oy provides assistance, without having
attached an appropriate caveat or secured the necessary assurances {sce
further paragraphs 35 to 37 below), may aid or abet torture it he knows or
believes that the liaison service wil] commit torture and his conduet is
capable of assisting that torture and torture does in fact result,
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5. In the context of these offences, the human rights record of the
state and liaison service in question will of course be a relevant factor,
although there is a difference between what is known and what is rumour
and unproven reporting.

thy  Breach of the Geneva Conventions Act 1957 and the Iniernational
Criminal Court 4er 2001

16, Under section 1 of the Geneva Convenlions Act 1957

“Any person, whatever his nationality, who, whether in or outside
the United Kingdom, commits, or aids, abets or procures the
commission by any other person of, a grave breach of any of the
scheduled conventions or the first protocol shall be guilty of an
affence”,

17, The scheduled conventions are the 1949 Geneva Convenlions | 1o
IV and the first protocol refers o the 1 977 Geneva Protocol [ These
apply (o prisoners of war, civilians in detention and cerlain other
categories of person. For the purposes of this offence, the status ol the
detainee will therefore be critical. However, the offenee will only apply
in situations arising out of armed conflict,

8. Any torture or inhuman {but not degrading) treatment of a detajuee
entitled 1o the protection of the scheduled conventions or the first
protocol will amount (o a “grave breach™ uader the Act and therefore a
criminal offence. An officer may aid, abel or incite the offence in the
same way as described in paragraphs 13 and 14 above,

P90 Howill also be an offence under (he tnternational Criminal Courl
Act 2001 to aid, ahet or incite a person to commit a “war crime”. Way
crimes include grave breaches of the Geneva Conventions.

(¢} Misfeasance in public office

20.  One other offence could also be committed. The common law
oflence of misfeasance in public office can be commitied where a public
official wilfully neplects to perform a duty which he is bound to perforn:
by common law or statute. It is concejvable that this offence could be
used to prosecute public officials who have sanctioned torture in some
wity. However, the offence is unlikely o cover sitwations not caught by
the above offences and so does nol need to be considered further for the
purposes of this paper,

(i) Civil law

e Section 6 of the Hiuman Righis Act
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21 Under section 6 of the Human Rights Act 1998 it is unlawlul for «
public authority 10 commit torture, or fo inflict inhuman and degrading
treatment, as this would be incompatible with a convention right: Article
3 of the Buropean Conventicn on Human Rights {“the ECHR™), the
prohibition of torture. However, for the Act to apply in relation (o
detainees held overseas, the UK would need to be in “cffective control”
ol the area in which the detainee was located, as the primary jurisdiction
of the Acl is territorial. The Act is therefore untikely to apply in the
situations covered by this policy.

(hi  Trespass against the pevson and false imprisamment

22, Mistreatment and torture could also amount 1o the tort of espass

against the person or possibly false imprisenment. In theory, a victim of

such mistreatiment could bring an action for damages against cither the
Agency or theit officers, where an officer had instigated a foreign Haison
service to carry out an act which caused the torture or mistreatment ol an
individual and those consequences were reasonably foreseeable. A civil

action could also be brought In similar circumstances on the basis of

misfeasance in public office. The remedy for such actions would be
damages.

{iii) Inter

23, The UK is a signatory {o the United Nations Convention against
Fortre ("UNCAT"Y (as well as related provisions on torure in the
ECHE and the International Covenant oa Civil and Political Righis
(HCCPR™)). Article 2 of UNCAT prohibits torture. Adticle | defines
torture as:

many aet by which severe pain or suffering, whether physical or
mental, is intentionally inflicted on a person for such purposes as
obtaining from him or a third person information or a confession,
punishing him for an act he or a third person has committed or is
suspected of having committed, or intimidating or coercing him or
a third person, or for any reason based on discrimination of any
kind, when such pain or suffering is inflicted by or at the
instigation of or with the consent of public official or other
person acting in an official capacity.”

24, UNCAT requires States to take effective measures 1o prevent acls
of torture within its jurisdiction. UNCAT's requirements are mel by the
UIC through the creation of the criminal offence of torture (as above),
However, where the actions of members of the Agencies amount to this
offence, those actions could also lead to a finding that the UK was in
breach of UNCAT.
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25, Both the ECHR and the ICCPR also contain prohibitions against
tortre and inkuman and degrading treatment. However, as these only
apply where a detainee is subject o the UK’s Jurisdiction, they are
unlikely to apply in the situations covered by this policy,

26, The UK might be lable under internationa? law where the actions
of members of the agencies provide aid or assistance 1o another Stale with
a view to facilitating the commission of an internationally wrongful act
(see Drafl Article 16 of the Articies on State Responsibility adopted by
the International Law Commission). However, this would only apply
where the members of the agencies act, knowing of the proposed
internationally wrongful act and with a view to facilitating it, and their
aid or assistance actually facilitates the wrongful act. While the legal
position is nol clear, where information is received urnder an ongoing
Laison arrangement from a country known to use torture systemalically,
there could also be a risk that the UK would have Failed to comply with
its duty under customary international law (as reflected in drafi article 4]
of the 1LC"s drafl articles on State responsibility) to cooperate 1o bring an
end to the use of terture in such » State, However, the risk of a breach
would be significantly reduced where positive steps are taken to ry 1o
prevent torture by obtaining credible assurances,  There would be no
breach of this duty where, for example, sporadic use of torture might be
suspected.

Raoles and responsibilities

27 All relevant agency stafl should ensure (hat they are familiar with
the guidance in this paper, together with any related advice circulated by
the Apency. Nominated staff will be responsible for deciding whether 1o
proceed in cases where there is considered 10 be a risk of mistreatment
and they will also be required to form Judgments about the adequacy of
caveats and assurances, In cases of particular difficulty or sensitivity, or
where there is considered to be a risk of mistreatment notwithstanding
any caveais or assurances, the decision should be referred to nominajed
senior staff.

28, The Legal Advisers in both Agencies will be able to advise on any
legal issues that arise in particular cases. These will include whether what
is known about a particular state or liason service, or what is known in a
particular case, means that there is foresight of a real possibility of
mistreatment. The LAs will also be able to advise whether anticipated
consequences  amount to  torture or mistreatment, (For instance
mistreatment can include treatment other than physical injury. It can
include mental cruelty and could potentially arise from indefinite angd
unlawfut detention.) Advice can also be given on the status of a detaipee
and whether he is entitled 1o the protection of the Geneva Conventions,
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They will also be able to advise on the adequacy of any caveals or
assurances that have been received.

Procedure

29, Different considerations will apply depending on whether the
Agencics:

(1) pass information o a liaison serviee, which may result in an
individual's detention or be used in the questioning ol an
individual in detention, or when secking infermation from a
Haison service, which may be obtained from an individuat in
detention; or

(2} receive information from a liajson service, which may have
heen obtained from an individual in delention.

(1) Passing or sceking information

30, The officer must consider whether hig actions might result in the
torlure or mistreatment of an individual. He needs 1o idenlify wiich of the
fetlowing is the case:

(8} he knows that his actions will not resull in lorture or
mistreatment or he does not foresee a_real possibifity thal
such consequences will result;

(b)  while he does not know, he foresees a real possibility thal
the consequences ol his actions will include lorture or
mistreatment; or

(¢)  he knows what the consequences of his actions will be and
these consequences include torlure or mistreatment.

(W) He knows that his actions will not result in loriure or misireatment
or he does not joresee a real possibility that such consequences will
resid

3. In accordance with  standard practice, before passing any
information to a liaison service, an officer should always atlach the
standard liaison caveat to the information: “This information has been
communicated in confidence 1o the recipient government and shali not be
released without the agreement of the British poverniment”.

32, Where the officer does not foresee a real possibility that the
consequences of his actions will include torture or mistreatment, or where
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he knows that such consequences will nol result from his actions, no
further caveats are necessary, To proceed will be lawful,

33, The critical question is what steps should the officer take (o inform
himself before deciding whether he foresces a real possibility. Whilsy
there is no legal obligation on stall 1o seek out potentially relevant
information, the officer should ensure that he is reasonably well informed
ol the practices of particular stales and liaison services.

() While he does not know, he foresees a real possibility that the
consequences will include torture or mistreaiment

34, the officer foresees a real possibility that his actions will result
in torture or mistreatment, he must refer (he matter to his_senior line

350 Line management may conclude that there is not a real possibility
that mistreatment will occur, in which case the officer may proceed. Bul
il line management share (he assessment of the officer, they should
congider atlaching a further caveat o the information or request, in
addition (o the standard laison caveat set out above. A further caveal
could be to the effect that, as appropriale:

(i) the information should not be used as the basis for exceutive
action;

(i) the information should 1ot be used as the basis for
questioning any individual;

{iti) il the information is 10 be used as the basis for questioning
any individual, such questioning should conform with
internationaf fegal standards:

{iv) the information sought should not be obtained from any
individual in detention; or

(v) il the information may be obtained from any individual in
detention, the questioning of him should conform with
international lega standards,

36, However, a caveal is_only of value if the officer believes that it
will be observed, so that it eliminates the sisk that an individual might be
misfreated as a resubt of his actions.

370 i it is not thought that caveats alone will suffice, management
should consider seeking specific assurances from the liaison service in
question to preven! any mistreatment occurring. Any assurances must be
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reliable and credibie: an . ssurance. which will not be observed is ol no
valug. However, once such apparently reliable assurances have been

received, the intended action may be authorised and may proceed. Howill
be tawlul,

38 I i is not considered possible 1o oblain reliable assurances, or if

there is any doubt about the refiability of assurances received, the matier
should be referred to senior management before proceeding further,
Senjor management, having taken advice from the LAs as they judge
necessary in the particular carcumstances, will decide whether 1o
authorise the proposed action, They will balance the risk of mistreatment
and the risk that the officer’s actions could be judged o be unlawlul
against the need for the proposed action. Al) of the refevant circumstances
will be taken into account, These will include the operational imperative
for the proposed action, such as if the action ivolves passing or
oblaining life-saving intelligence, the level of mistreatment anticipated
and how likely those consequences are 1o happen. In particularly difficull
cases, senior management may need (o refer the matter upwards, and in
some cases it may be necessary (0 consull Ministers, This process is
designed o ensure that appropriate visibility and consideration of the risk
of unlaw [ul actions takes place.

e} He knows whar the consequences witl be and those consequences
tnclude torture or mistreqinient

39, The procedure is initially the same as for (b) above, with the
maller being referred upwards as required. However if, even with the use
ol caveals andfor assurinees, i is known that the consequences will
include torture or mistreatment then the action will not be allowed 1o
proceed. The Agencies will no authorise_any action which it is

will resull in_the mistreatiment of an individual,

{2)  Receiving information

40, Ttis unlikely that any single instance of acceptance by an officer of

information from a liaison service will amount o a criminal offence or g
breach of civil or international law,

41, However, it is possible that receiving information from a liaison
service, via correspondence or liaison meetings, could incite thal Haison
service to mistreat detainees in order (o maintain or develop the liaison
relationship. For example, & liaison service knowing that the Agency was
interested in obtaining further information from a detainee might

incorrectly conclude that the Agency would want them to obtain it, if

necessary, through torture or mistreatmens.

42, Where the Apency knows ov has reason to believe that a particular

10
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liaison_service uses torture or o her mistreatment to oblain in formation,
the_Agency shouid consider obtaining_assurances, before continging 1o
receive such information. If it is not considered possible to obtain reliable
assurances, or if there is any doubt about the reliability of assurances
received, senior management, taking advice from the LA as required,
must decide whether to continue 1o receive such information. As above,
all of the relevant circumstances will be taken into account, n
particularly difficult cases, senior management may need to refer the
matier upwards, and i some cases it may be necessary to consuit
Ministers. This process is designed to ensure that appropriate visibility
and consideration of the risk of uniawlal actions takes place.

43, I any case where a credible aflegation or other information is
received that torture or other mistreatment has been used on a detainee,
this should be drawn to the atlention of relevant managers. Where that
detainee has provided information o the Apency, it will also alers olher
relevant Departments, Agencies and Ministers, The particular Agency
witl also consider whether (o raise the allegations with their own contacts
within the particutar lizison service. 11 such an ailegation or information
is received i a case where assurances have been obtained, this would
also have implications for the credibility of any future assurances from
that fiaison service.

Beliability and use of detainee information

44 The circumstances in which detainee  information as  been
obtained will be relevant in assessing its reliabitity. Accordingly, the
Agency should wherever possible seek as much context as possible,
particularly i the intelligence is threat-related. However, the Agencies®
ability to do this is often limited and, in any event, they may not press (o
be told the precise sourcing where (o do so might damage co-operation
and the future flow of intelligence rom the liaison service m question.

45.  Iuis established as a matter of law that information may be used as
the basis for operational action, whatever the circumstances in which jt
has been obtained. However, where it is established that information has
been obtained by torture, it is not possible to rely on that information in
legal proceedings, for instance to Justify the Agency’s operational actions
or o support the taking of steps against an individual, such as deportation
or exclusion. LAs are able 1o advise on the possible application of this
evidentiat bar in particular cases.

28 July 2006
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End Of Document
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